A TexHOoNnornu
3alUnTbl OETEN

2 aPORH CPene B MHTEPHETE
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NccnepoBaHme pUCKOB, C KOTOPbIMU CTankMBalOTCS
B CETU HECOBEPLUEHHONETHUE, a TakXXe TEXHONOMUN
NX 3alUTbl KakK HUKOrOa akTyanbHO cenyac, B 3roxy,
Korga BeCb MUp NepeLLen B OHNarH. B cuny
BO3pacTa U OTCYTCTBUS OMNbiTa AETU OCOBEHHO
ya3BUMbI 4119 Pas3NNYHOro pona kKubepnpecTyn-
HWUKOB, MO3TOMY Mbl AOMXHbI YAENATH NOBbILLEHHOE
BHMMaHME X 6€30MacHOCTU B UHTEPHETE.

KaxeTcs, 4yTo Bonpoc 6e3onacHOCTU geTen

B MHTEPHETE HMKOraa He OyneT ndydeH Ao KOHLa,
BeOb KaXablv rog, N gaxe Kaxabi Mecsl,

Mbl HabnoaeM NosBNEHNE HOBbIX YIrPO3.
CeropHslwHWe puckn TpaHchopmMmpytoTcs,
pacKpbIBalOTCA U YCUNUBAIOTCS NOA BANSHUEM
TEXHONOrMYeCknX TPEHAOB U FNOOanbHbIX
n3MeHeHUn B obuecTtse. Kak Mbl MOXeMm obecne-
YnTb 6€30MacHOCTb AETEN B MHTEPHETE U 3alUNTUTb
X OT PUCKOB, KOTOPbIE HACTYNAT 3aBTpa?

OTOT BOMPOC HYXHO 06CYyXaaTb Ha BCEX YPOBHSX:
OT ObITOBOrO, B pamMkax KaxaoW CEMbM, 40 FOCy-
OAPCTBEHHOrO, pa3BuBas NPOCTPaHCTBO A4
COBMECTHOW OTBETCTBEHHOCTM 3a 6€30MacHOCTb
peten. Hanpumep, VIT-paspabotymkam HEO6X0oUMO
CKOHLIEHTPUPOBATbCS Ha puUckax, MPOTUBOAENCTBUE

HoBbin unpposom Mmp
MOMMUMO OYEBUAOHbIX
NMKOCOB TauUT B cebe
HemMaso OrnacHoOCTeWN,
OCOOEHHO ONg aeTen
N NOOPOCTKOB.

KOTOPbIM HEAOCTATOUYHO 3PPEKTUBHO. A BrUsHecC

N BCe KOMMepYeckne NpeanpusaTns AONXHbI
coenatb 6€30NacHOCTb AeTen NPUOPUTETOM,
yunTbiBas €€ eLlé Ha cTagmm pas3paboTkm NponykTa.
OTOenbHO HYXHO OTMETUTb POSib UHCTUTYTOB
obpasoBaHua. Ha mown B3rnag, UMEHHO OHUW OOMXKHbI
CTaTb LEHTPaMU 3KCNEPTN3bl NO 3TON TEME.

Ocob6eHHO BaXxHO pa3BmBaTh Y AETEN HABbIKMU
LMPPOBON FUrMEHBI N 6E€30MaCHOrO MCMNONb30BaHMUS
nHTepHeta. OgHako no-HacToswemy 3dPeKTUBHO
3aWUTUTb geTen OT KN6EPPUCKOB N NPEAOTBPaTUTL
NX NOSIBNIEHNE MOXHO TOMbKO O6beaMHUB YCUIUS
BCEX 3aMHTEepeCcOBaHHbIX CTOPOH. Takas paboTa
yXe BefgeTtcs B paMkax AnbsHca Mo 3awmte geten

B LMPOBOMN CPene, OAHUM U3 yYpeanTenemn
koToporo ctan «Poctenekom». KomnaHum-
OCHOBAaTeNun anbsiHCca NpunaratT MakCUMyM YCUINN
AONs co3paHus 6e3onacHom 1 6naronpusTHOm
uMdpoBOV Cpedbl, AENATCSA NYyYLWNMN NPaKTUKaMm

N HOBEMLWMMU pasdpaboTkaMu BO 6/1aro cambix
MOOAbIX YIEHOB POCCUNCKOro obLiecTBa. YBepeH,
BMeCTe KpyrnHeunwme poCcCMNCKUe KoMnaHmu
CMOTYT CO3AaTb NO-HaCTOSALWEMY 61aronpuaTHYIO
cpepy ans pa3BuTus, obyyeHns n 6e3onacHoro
O6LLUeHVs aeTen B BUPTyanbHOM MPOCTPAaHCTBEY.

Muxann OceeBckun,
npeangeHT NAO «Poctenekom»

BeepeHue

KnioueBble
BblBOAbI

Knéeppuncku
anga peten
U NoapOCTKOB

KpVIMVIHa.ﬂVISaLI.VIﬂ, BTArMBaHune
B KPUMUHaNbHbI€ NPaKTUKN

MapkeTuHroBoe pgaBneHue,
pycKoBaHHbIe AE€HEXHbIE
OTHOLLEHNS

JlnyHoCTHas aTaka,
ncuxonornyeckoe Hacunune

Lindpposas akcnnyataums,
ucnonb3oBaHue pebeHka ans
co3aaHusl LMPPOBOro KOHTEHTa

MHdopmaumoHHoe paBneHue,
UHPopMaLus, He NpeaHa3HaYeHHas
Ana geten n NogpocTKOB

Appuvkums, dopmuposaHme
3aBUCUMOCTU OT UHTEPHET-Cpeabl

TexHonormnvyeckue
pelueHus no 3awmTe
OEeTEN B UHTEPHETE

Puckn
B 6ynyuiem

PekomeHpaumn
cTeukxongepam

MeTopgonorusa

O6 aBTOpax




4//5

(BeBepeHue)

NHTepHET CTaHOBUTCSH HEOTHEMITIEMON YaCTblO
Hallen X13HU. YPOBEHb NPOHNKHOBEHUSA MHTEPHETA
B Poccumn — 89 %, a 310 129,8 13 145,9 MunnnoHos
YyenoBek, NPUYeM AeTUN N HECOBEPLUEHHONETHNE
cocTaBnsoT 21,8 % OT HaceneHmsa cTpaHbl.

3a 2021 rog konn4yecTBO NONb30OBaTENEN
MHTEepHeTa yBenuuunochb Ha 4,7 %.! eTtn
ByKBanbHO «pPOXAaloTCs CO CMapTGOHOM B pyke»
N aKTUBHO MOJb3YIOTCS MHTEPHETOM, MPU 3TOM

OHWN OTHOCSHTCS K Hanbornee ys3BUMON KaTeropum
nonb3oBaTenem: UX KOrHUTUBHbIE CMTIOCOBHOCTH,
MUPOBO33PEHNE N HAaBbIKWU KPUTUYECKOTrO

MbILLNEHUS HaXoOsATCa B npouecce GOpMUPOBaHMS.

KonuuecTtBo npecTynneHun B kubepnpocTpaHcTBe
pacTeT. C KaxablM OHEM NOSIBNAIOTCS HOBblE

MEeXaHWKW, NpeacTaBnsolme yrposy ans netemn
N NOAPOCTKOB B UHTEPHETE, a CTapble METOAbI
3alunThbl NepecTatoT paboTaTtb. [IOMUMO cembM,
LUKOJSIbl M MPABOOXPaHUTENbHbIX OPraHOB
BaXXHbIMU 3/1IEMEHTaMU 3alnTbl AeTEN
cTaHoBaTca NT-pelueHns, BCTPOEHHbIE B
NPUBbIYHYIO LUPPOBYIO CPEAY: MOUCKOBbLIE
CUCTEMbI, CoLManbHble CETU, KOMMYHMKa-
LWNOHHbIE CEPBUCHI, UTPbI.

PazpaboTka TeEXHONOrMYeCcKUx METOOOB
3alWKNTbl AeTEeN, HanpaBNeHHbIX

Ha obecneyeHne nx 6e30nacHOCTN B OHManH-
cpene, Hepa3pbIBHO CBA3aHa C U3y4YeHNeM
KM6eppunCKOB, MPeACTaBNSIOWMX YIPO3y

AN HECOBEPLUEHHONETHUX.

NccnepoBaHne «TexHONOrmm 3aWwnTbl geTen

B UHTEPHETE» NPOBOAMNOCH C okTa6pa 2021 ropa
no anpenb 2022 ropa. B pamkax uccnegosaHus
Obln NPOBEeAEH aHanna KNbeppmnCKoB ONa geten

N NOAPOCTKOB, N3YYEHblI TEXHONOIMYEeCKne Mepbl
NO NPOTUBOAENCTBUIO KNbeppuckam, onpeneneHsol
PUCKN, C KOTOPbIMU HECOBEPLUEHHONETHNE MOTYT
CTONIKHYTbCS B ByaylieMm, a Takxe npennoxeHsbl
peKkoMeHaaummn ansa CTENKXonaepos.

pucka KNacTepoB

1 Digital 2022 Global Overview Report»,
We Are Social, Hootsuite, 2022

pVCKOB B OyoyLlem

>>

>>

>>

>>

>>

B ocHoBe nccneposaHnsa ncnonb3osancs
NCKYCCTBEHHbIA NHTENNEKT (MalnHHoe
obyuyeHune). NpeactaBneHHas nHbopmaums

W BblBOAbI NOMy4YeHbl C MPUMEHEHUEM
WHTEeNnneKTyanbHON aHanINTUY€CKON CUCTEMBI
BbISIBIEHNS HOBbIX PbIHKOB, NE€PCNEKTUBHbIX
TEXHONOrMN U METOA0B UX NCMONb30BaHUA
TeqViser. KnacTepHbin aHann3 npoBoauncs
Ha OCHOBe BbI6OpPKM, BKOYaloLWwen 6onee

21 TbicYM Hay4HbIX paboT.

Ha ocHoBe aHanns3a 6onee 500 UCTOYHMKOB
nuTepaTtypbl 66110 BbiSBNEHO 23 puUcka,
yrpoxatowmx 6e3onacHoCTU AeTen n NogpPoCTKOB

B MHTEPHETE. Ona onpepeneHnda cteneHn onacHOCTu

pUCKOB N 3pPEKTUBHOCTU TEXHONOTNYECKUX
peLleHnn No NPOTMBOAENCTBUIO UM Oblina gaHa
3KCMNepTHas oueHKa OT NpUrnaweHHbIX K uccnepo-

BaHMIO CNeunannucToB B obnactun knéepbesonacHoCTH,

OETCKOMN NMCUXONOrnm N COLMOISIOrnn.

B pamMkax n3y4eHuns TEXHONOrMYECKMX Mep

no NPOTUBOAENCTBUIO Knbeppuckam gnsa geteun
M NOQpPOCTKOB 6bINIO NpoaHanM3MpoBaHo bonee
300 nateHTOB, KOMNaHun u NT-peweHun

B obnactu kubepbesonacHoCTu geTen

n nogpocTkos. [1o pe3ynbTatam aHannsa 6bino
cbopmMmnpoBaHoO 8 knacTepoB TEXHONOIMYECKUNX
pelweHnn.

Ha ocHoBaHuM cyllecTBYOWMX PUCKOB U psaa
TPEHAOB, NPOANKTOBAHHbIX TEXHOIOrNYECKMNMMU,
counanbHbIMU U FEONONUTUYECKUMUN NUBMEHEHUAMM,
6b1nm onpepeneHsbl 10 obnacTten, B KOTOpbIX 6yayT
dopmMUpoBaTbLCA PUCKN AN HECOBEPLUEHHONETHNX
B 6nmxanwem byayLiem.

Mo peaynbTatam nccnepoBaHus 6binmn
npennoxeHbl peKkoMeHpaunm ansa CTeMKxXonnepos,
HanpaBneHHble Ha ycuneHue 6e3onacHoCTU geten
N NOAPOCTKOB B UHTEPHETE.

BeepeHue
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(Knio4vesblie)
BbIBOA,bl

Camble onacHble pUCKU
CBSI3aHbl C MCUXONMOrNYEeCKNM
Hacunnem Hap pebeHKOM

Pucku, npeacTaensaiowmne co6on pesynbtart
arpeccrBHOro CTONKHOBEHUS MexXay noabMu,
MMEIOT BbICOKYIO CTEMEHb ONMacHOCTW.

Mpu 3TOM TEXHONOrNYECKNE pelleHns
LOCTaTOYHO PasBUTbI, YTOObLI MPOTMBOCTOATh

NMPUMUTUBHbBIM JIMNYHOCTHbIM aTakaM U CHUXaTb
Nx 06bEM, HO He CNOCO6HbI npenoTBpaTuTb aTakun
CO CTOPOHDI 60/bLLOro KoNMM4yecTBa 3N10OyMbIWNEH-
HWKOB UNTN TEX, KTO XOPOLWO OoCBeEAOMNEH

O npuHumnnax pa6OTbI TeEXHONOornn.

PelweHnsa, cBa3aHHbIE

C dunbTpaymen KOHTeHTa

N 3alLNTON OeTen OT OHNanH-
MOLLEeHHMNYecTBa, Nnpopabo-
TaHbl Ny4dle opyrunx

Hanbonee apdpekTBHO paboTaoT MeToabl
3alMTbl OT PUCKOB, CBsI3aHHbIE C dUnbTpaumen
1 6NOKNPOBKOM KOHTEHTa NOpHOrpadpunyeckoro
N HaCUNbCTBEHHOrO XapakTepa, a Takxe

C NpefoTBpaLLEHMEM CllyYaeB OHManH-
MOLUEHHNYECTBa U PacnpoCTpaHeHns
onacHbIx TOBapoOB. TexHonornyeckme

peLleHns, HanpaBneHHble Ha MPOTMBOOENCTBUE
3TUM puUckam, BCTPOEHbI B PYHKLIMOHaN cpasy
HECKOIbKMX KNacTepOB TEXHONOMMYECKMX Mep
60pbObI (CMCTEMbBI POAUTENBCKOrO KOHTPONS,
NHTEPHET-PUNBLTPbI), @ TaKXe NPUCYTCTBYIOT
HenocpencTBeHHO Ha nnaTdopmax,
NPEeAOCTaBNAIOWNX LUPPOBON KOHTEHT.

@)

KniouyeBble BbIBOAbI

Puckn, cBsizaHHble C MIHPOPMALMOHHBIM

W MapKeTUHrOBbIM AaBfeHNEM, BOBNEYEHNEM
LeTen B PUCKOBAHHbIE OEHEXHbIe OTHOLLEHNS,
a Takxe pacnpocTpaHeHneMm gesnHdopmaumm
W KOHTEHTa, HEe NpegHa3Ha4YeHHOoro Ans

geTen n NnogpocCTKOB, B 3HAYUTENbHON

HepooueHeHbl puckn, CBA3aH-
Hble C MHGOPMALMOHHbIM
N MapPKETUHIOBbIM AaBfEHNEM

CTeneHn HeJoOLEHEHbIl. XOTs CTENKXOAepb!
MHGOPMUPOBaAHbI 0O UX HaNM4YMUK, HEO6XoOMMO
noBbIWeHne LnMdpPOBON FrPaMOTHOCTH

B 06nacTu Ux NpodunakTukm, a Takxe
KOHCoNuaaLmMm ycunuim Co CTOPOHbI BCEX
BOBNEYEHHbIX CTOPOH.

B cpenHecpoyHOM nepcnekTuee oxmngaeTcs
YyCUIEHNE PUCKOB, CBA3AHHbIX C Pa3BUTUEM
BMPTYyanbHOW PeanbHOCTUN U MeTaBCENEHHbIX
(pocT BAnAHNS LMPPOBbLIX NHOMIOEHCEPOB,
HOBbl€ BO3MOXHOCTM B3aMMOAENCTBNS MEXAY
B3POCNbIMU U [,ETbMW); UCKYCCTBEHHOTO

Puckun 6ygyuiero TpebyioT
0CcOo60ro BHMMaHuUs

WHTENNeKTa Kak MHCTPYMEHTa NPecTynHOW
OEeATEeNbHOCTU U TEXHONOMNY BOCNUTaHUS;
pOCTOM LMdPOBOro paspbisa, MHPOPMaLMOHHbIX
BOWVH 1 LMPPOBON U30NALNN; HOBBIMW YrpO3amMu
NPMBaTHOCTN N NEepPCOHaNbHbIM AaHHbIM
(undpoBon cnep, bromeTpwms).

PasBuTne TexHonornm kak nopoxgaowmx Knéep-
PWCKW, TaK U HanpaBneHHbIX Ha 60pPbOY C HNUMMU,
NPONCXOANT KpanHe AnHammn4yHo. B npouecc noucka
peweHnn B aTon chepe JOMKHO ObITb BOBMEYEHO
MHOXeCTBO Cy6bekTOoB. [py 3TOM CTENKXONAEPSI

Bopbba ¢ kubepyrposzamu
TpebyeT B3anmMoaencTBus
MHOXEeCTBa CTENKXONOEPOB

LOJIXHbI ObITb CBOGOOHbLI B MPOSIBNEHUN UHULMA-
TMBbI U 3KCNepUMeHTUpoBaHuu. NMpouecc 6yneT
no-HacTtosuemMy 3pPeKkTUBHbIM B TOM Clyvae,
ecnun oynet copMUpPOBaHO MPOCTPAHCTBO
COBMECTHOW OTBETCTBEHHOCTU 3a pe3ysbTar.



Knéeppuckn
anga petTeu
N NOOPOCTKOB
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>>  KJIACTEPbI PEJIEBAHTHbIX

HAYYHbIX PABOT

Knactepusaumns npegcraenseT cobom
pasbneHne BbIGOPKM OOBEKTOB Ha NOA-
MHOXEeCTBAa, Ha3blBaeMble KacTepamu,
Tak, YTO6bI KaXabI KNacTep coCToaN

N3 cxoxux obbekTos. Kaxpas Touka

Ha KkapTe npeacTaBnsgeT cobon OgHy

M3 Hay4HbIX CTaTen, KOTOpble O6bEeANHEHDI
B KnacTepbl MO NPUHA[MEXHOCTH

K onpeneneHHon TemaTuke.

Bcero 6bino BbigeneHo 33 knacTepa
peneBaHTHbIX Hay4HbIx paboT. K Hanbonee
KPYMHbIM K/1acTepam, NpuBneKaoLnm
BHMMaHue nccnegosaTenemn, MOXHO
OTHECTU: KNOEPOYNANHT, UHTEPHET-
3aBUCUMOCTb U PUCKU CEKCYaNlbHOrO
XapakTepa (oomoraTtenbcTBa,
nopHorpadunyeckmm KOHTEHT), Tpad-
dUKMHI, a TakXe pUCku, kacarowmecs
6e30MacHOCTN NEPCOHaNbHbIX
OaHHbIX geTen.

33

knactepa
peneBaHTHbIX
Hay4HbIX paboT

3aTteM Mbl NpoaHanmManpoBann donee

500 oTeyeCTBEHHbIX U 3apyHEXHbBIX MICTOYHUKOB
nuTepaTypbl, B pe3ynbTaTe Yero Bbiaenunm

23 kno4YeBbIX KNGeppucka o9 HECOBEPLUEHHO-
NEeTHUX 1 crpynnupoBanu nx B 6 6nokKos.

3aBUCUMOCTb OT MHTEPHETA

YnotpebneHne mapuxyanbl

LLIkonbHbIM 6YNANHT "

CTyneHTbI-
MeaOuKun

Lndposas
NPUBATHOCTb

MepcoHanbHble %%, . . 4k
OaHHble T

Peknama

[paxpoaHoBegeHne

Npo6bnembl
CO CHOM

SOMOoUMOHaNnbHbIN

B $OH

[1] Kubeppucku ana gpeten n nogpocTkoB

CeKcyaanoe Hacunume

CeKkCTUuHr

be3onacHocTb peten



KpumnHanuzauus,
BTArMBaHue

B KPUMWHanNbHblE
npaKkTUKn

MapkeTuHrosoe
OaBneHue,
PUCKOBaHHbIE
OEHEXHbIE
OTHOLUEHUS

JInyHocTHagqa aTaka,
NMCUXONOrnyeckoe
Hacunue

BosBneueHue peten
B KPUMMHanbHble
cooblecTBa

MNpopaxa 3anpeLeHHbIX
TOBapPOB M yCnyr

Papunkannsaunsa
N 9KCTPEMU3M

Tpadpdukmur

MHTepHeT kak kaHan
cOblTa TOBapOB, ONacHbIX
ANS XWU3HU 1 30,0POBbS
peteun

MNpoaBUHYTble METOAMKM
MapKeTuHra

TemHble NnaTTepPHbl

OHnanH-MOWEeHHUYECTBO

Knbepobynnuur
CrankuHr
MPyMuUHr

CekcyanbHble
[omoraTtenbcTsa

Lindposas
akcnnyaTtauus,

NCnonb3oBaHne
pebeHka ons
CO30aHuns LMdpPoBOro
KOHTEHTa

NHdopmaumoHHoe
naBreHue,
nHbopmauns,

He npegHa3Ha4YeHHas
Ong neten

N NOOPOCTKOB

Apouvkums,
dopmmnpoBaHmne
3aBMICMMOCTM
OT MHTEPHET-
cpeabl

[okcuHr

CospaHue n pacnpocTpaHeHne
MaTepuranos C OETCKON
nopHorpadunen

Kpaxa, c6op

N aKCnnyaTaums
NepCOHanbHbIX aHHbIX

LLlepeHTuHr

KoHTeHT, conepxalmm
CLEHbl Hacunus

MNopHorpadunyecknin
KOHTEHT

HesnHdopmaums

OnacHble TPEeHObI
n vyenneHpXxwu

ANropuTMbl yaepxaHus
BHUMaHUS

NrpoBasa 3aBMCUMOCTb
N36bITOYHOE

MCnofb3oBaHne
NHTEepHeTa
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>> KAPTA PUCKOB
KOHTEHT, coaepxaLinm [NopHorpadpunyeckmnm
CLEeHbl Hacunma / KOHTEHT
NHTepHeT kak kaHan cobiTa 2 [popaxa 3anpeLlleHHbIX
TOBapOB, ONacCHbIX 414 TOBAPOB U yCnyr
XN3HW 1 300POBbdA AETEN .
OHNanH-MOLWEHHNYECTBO
N36bITOUHOE
NCNOMb30BaHVe 14 CospaHne 1 pacnpocTpaHeHne
NHTEpPHETA MaTepmanoB C AETCKOW
nopHorpadunen
Kpaxa, coop u akcnnyataumsa 15
nepCcoHanbHbIX JaHHbIX 3 Papgukanuszaums 1 BosneueHne peten
N IKCTPEMUNIM B KPUMWHAalbHbIE
[poaBMHY Tbie METOAMKN 4 coobLecTsa
MapKETUHra .\ TpagdukmHr
X
5 TeMHble
@)
naTTePHb! Ku6en6
T NoepOynIVHI
= N9 POy
g AnropnT™bi CekcyarnbHble
=) yOEPXaHns LoMoraTenbCTBa
S BHUMaHWS
o CTankuHr
W Nrposas
[
o 38BMCUMOCTb o OnacHble \ MoyMuHF
O TpeHabl
LepeHTnHr 16 [esnHpopmaums N YyenneHoxm 13 [dokcuHr
CTEMEHb OMACHOCTN
p
B pamkax nccnepoBaHus 6bin npoBeaeH HEOOOUEHEHHDIE — pucku ¢ Hu3knmm
KpumnHanuzaung, @ Uwnodposas akcnnyartaumg, 3KCI'IepTHbII?I Oonpoc, B XoOe KOTOPOro akCcnepThbl cTeneHaMmm onacHoCT™” 1 3alwneHHOCTH

ncnonb3oBaHue pebexka ang
co3daHns LMPPOBOro KOHTEHTA

BTArnBaHme B Kpumum-
HanbHblEe MPaKTUKN

NHdopmaunoHHoe gasneHue,
MHbOpMaLMs, He NpegHa3Ha4YeHHas
On9 geten n NoApOCTKOB

MapkeTnHroBoe gasnexue,
PUCKOBaHHbIE AeHEXHbIE
OTHOLWEeHWS

Anavkuns, bopMmnposBaHme
3aBMCUMOCTM OT MHTEPHET-CPeab

JlnyHocTHasa aTaka,
ncuxonornyeckoe Hacunme

KonnyecTtso ynommHaHnn
KOHKPETHOro pucka ona peten
1N MOAPOCTKOB B HOBOCTSAX

1 Hayu4HbIx paboTtax (onpenens-
nocb ¢ nomolulbio TegViser).

OLEHUNN CTEeNeHb ONacHOCTN U CTENEHb
3PPEKTUBHOCTM TEXHONOMMYECKMX MEP 3aLLUTbI
(cTeneHb 3alWULLEHHOCTI) Kaxaoro pucka.

lNo pe3ynbTaTam onpoca Mbl PpacrnonoxXxunm Bce
KM6eppucKn No ABYM OCSAM: KCTEMEHb ONACHOCTU»
(ocb X), «cTeneHb 3awmneHHocTu» (ocb Y).

Takum o6pasom, Mbi BbiAenunu 4 rpynnbl PUCKOB:

C©JCYCXC,

KOHTPOJMMPYEMBbBIE — pucku ¢ H1n3kom
OMNaCHOCTbIO N BbICOKOW 3aLLULLEHHOCTbIO

AKTYAJTIbHbIE — puckun ¢ BbiICOKMMU
CTENEHSMU ONAaCHOCTM 1 3aLLMLLEHHOCTH

TPEBYIOWWME BHUMAHWUA — puckn
C BbICOKOW OMaCHOCTbIO N HU3KOM
3alUNLLEHHOCTbIO



16 // 17

KpnmMmnHanmnsauus,
BTArMBaHme

B KPUMUHANbHbIE
NPaKTUKU

K aTom rpynne oTHOCATCSA pUCKMN,

KOTOpble NOApa3yMeBaloT BOBeYeHne
OeTten B KPUMUHamNbHbIe, 3anpeLlleHHble
3aKkoHOOaTeNbCTBOM NPaKkTUKK, Hanpumep:
BOBNleYeHNe geTen B KPUMUHaNbHbIE
coobuecTBa, Npogaxy 3anpeLeHHbIX
TOBapOB U YCNyr, pagmkanm3aumio

N IKCTPEMU3M, a TakxXe TpadPUKUNHT.?

2 TadpoduknHr — Toprosnsa noagbMm

1>> BOBJIEYEHUE OETEN

[1] Kubeppucku ana gpeten n nogpocTkoB

B KPUMUHAIIbHbIE COOBILIECTBA

[eTam, cocTosawmM B rpynnax u coobiecTsax,
nponaraHaMpyoWwmnx 4eCTPYKTUBHbIE AENCTBUS,
aKTUBHO HaBA3biBalOTCA 6€3HPABCTBEHHbIE
LEeHHOCTHK 1 ycTaHoBKKU. Hanpumep,
obecLeHNBaHNE YEIOBEYECKOM XMUBHMU,
nposiBNeHNE arpeccumn N XeCTOKOCTMU.

Mpwn aTOM NOQOBHbBIE COOOLLECTBA BOBIEKAIOT
HeCoBepLIEHHONETHNX B HAPKOMaHWIO,
TeMaTuKy coumonaTm, MacCoBbIX

N pUTyanbHbIX YOUNCTB, CaTaHN3Ma,
aHapxuu, HaLuuama, aKCTPeMnama.

He eauHuyHbl cnyyan Bep6oBKY Nniogen

B TEPPOPUCTUYECKNE OpraHn3aLmm

yepes MHTEPHET, YTO NPUBOAMT K
pacnpocTpaHeH1Io TePPOPUCTUYECKON
NOEONONMN Ha TEPPUTOPUSAX OTAENbHbIX CTPaH,
a TakXe yrpoxaeTt 6€30nacHOCTM

N X13HeaesaTeNbHOCTN O6LeCTBa B LIESIOM.

2 >> NPOOAXA SAMNPEILEHHDBIX

TOBAPOB N YCIY[

NHTepHeT naeT BO3MOXHOCTb NpuobpeTaThb
TOBapbl U ycnyru, cBo6oaHas peannsaums KOTOpbIX
3anpelleHa unmn orpaHnyeHa 3akoHo4aTeNbCTBOM.
Hanbonee nonynsipHbiv 3anpeLLeHHbIi ToBap,
KOTOPbI HECOBEPLUEHHONETHNE NOKYNaloT Yepes
MHTEPHET — HAaPKOTUKM.

Kpome Toro, B UHTEpHEeTe NOAPOCTKM MOTYT
npuobpecTn HeneranbHoOe opyxme, 3akasaTtb
YCNyru no B3fIOMy KOMMbIOTEPOB, TENepOHOB,

3 >> PAOUKATIU3ALINA
NnIKCTPEMU3M

MNogpocTkm B BO3pacTte ot 14 go 17 net
Hanbonee BOCMPUMMUMBbI K paguKanbHbIM
HaLMOHAaNNCTUYECKNM, KCEHODOOBCKNM

N 3KCTPEMUCTCKMM naesm. Hacto B akcTpe-
MUCTCKME W paauKarnbHble opraHm3aumnm
BepOYIOT Yepes counanbHble CeTn.

Kpome Toro, anropntMmbl pekomMmeHaaTeNbHbIX
CEepPBMCOB HaCTPOEHbI Ha NoKa3 MHPOpPMaLMK

3 [HapkHet (DarkNet) — cermeHT nHTEpPHETA,
KOTOPbIN CKPbIT U3 06Lero gocTyna

aKKayHTOB B coLceTsax U npunoxeHusx. O6bI4HO
AN 9TOro UCNONb3YIOT AapKHET,® obecnevymsatoLnii
aHOHWMHOCTb MOKynaTens n npoaasLa.

[eTam n nogpocTKam CnoxHee, Yem B3POCbIM,
npuaepXxueaTbCs Npasui NOBEAEHUS U MOpPasbHbIX
ueHHocTeln B MHTepHeTe. OHM MOTyT npnobpeTaTb
3anpeLleHHble ToBapbl U YCNyrn na nobonbiTcTea
WUnNu pagm 4yBcTBa NPUYaCTHOCTU K oNpeaeneHHon
rpynne nogemu.

B 3aBMCMMOCTU OT UHTEPECOB NONb30BaTENS.
Ecnn pebeHok 3anHTepecoBancs pagukanmsa-
umen onpepeneHHon ¢opmbl, BEPOATHOCTb TOrO,
4YTO anNropPUTMbl MOPEKOMEHOYIOT KOHTPAPryMEHThI,
CMOCO6HbIE ero nepeyoenunTb, KpanHe mana.
Cuctema MOXET HanpaBuTb NONb30BaTENS

K cooOLlecTBaM paankanos, kaHanam nponaraHabl
N MaTepwunanam, KOTopble TOMbKO yrnyoaT ero
HaKMOHHOCTU N YKPENaT 3KCTPEMUCTCKME B3rnabl.
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4>>  TPAQOUKUHL

XKepTB TpadPrKuHra nnm TOProen

noabMK, 6OMbLUMHCTBO U3 KOTOPbIX
XEHLMHbI M NOAPOCTKU, MPUHYXAaloT

K NPOCTUTYLIMW, HACUIIbHO 3aCTaBNSIOT
paboTaTb, yoMBaloT AN NpoAaxu OpraHoB

Ha TpaHCnnaHTaumo, He3aKOHHO YCbIHOBNAIOT
(yoouepsioT).

[TOMMMO 3TOro, MIHTEPHET OTKPbIN HOBblE
$OpMbl PaboTbl U KOMMEpPLMann3aLunm.
Hanpumep, BugeoTpaHcnsumm B peansHOM
BPEMEHMU, B KOTOPbIX NPECTYMNHUK Nnony4yaeT

MapkeTnHrosoe

OeHbry 3a 6ecyenoBeyHble 4eNCTBUS
MO OTHOLUEHUIO K PEBEHKY.

MpecTynHMUKM MOTyT HaxoOuTb NOTEHLMANbHbIX
XepTB B OHNaH-4yaTtax, Ans 3TOro oOHW 3aHMMaloTCs
pasBMTMEM COOBOLLECTB, NPOPUNINPOBAHNEM XEPTB,
N faxe UCMonb3ytoT peknamy. IHTepHeT Takxe paet
BO3MOXHOCTb HaxoouTb NokynaTenem — peknaMmmpo-
BaTb XepTB TpadPUKuNHra, NnpuefekaTb KIIMEHTOB

N COOBLWHMKOB. [Tpn 3TOM pearnbHble faHHble
NPEeCTYMNHUKOB U UCTOPUS X 3NOAESHUN CKPbITa

3a 6bapbepamMm 3aKpPbITbIX COOBLLECTB 1 B AapkKHETE.

(paBlieHue, ) pUcCKoBaHHbIE

AeHEeXHbl€e OTHOLUEeHUSA

K aTOon rpynne oTHOCATCA PUCKW, B OCHOBE KOTOPbIX
nexart MapKeTUHIOBbl€ MHCTPYMEHTbI, NaTTEPHbI
NOBeAeHNsa U TOHKME NCUXONOornyeckme ynoBku,
co3fdaHHble ONg MaHUNynaunumM oeTbMn, Hanpumep:
CObIT TOBAPOB, OMACHbIX 415 XNU3HU 1 300POBbS
oeTen, NPOABUHYTbIE METOAUKM MAaPKETUHra,
TEMHble NaTTEPHbl U OHNAaNH-MOLIEHHNYECTBO.

MapKeTMHrOBbIe, NCUxXosiornyecKkme m pusamHepckme UHCTPYMEHTbI,
ucnonb3ymoumecqa Kak 3akoHHO, Tak U He3aKOHHO, Yallue Bcero

HaueseHbl Ha ns3pnevyeHune d)MHaHCOBOﬁ Bbirogbl, O4HakKO B HEKOTOPbIX
cny4yaax MorytT npuBectu U K ApyrumMm cepbesHbiM nocneacTeBnsM.

[1] Kubeppucku ana gpeten n nogpocTkoB

5>> UHIEPHET KAK KAHAJL CBbITA TOBAPOB,
ONACHbBIX AN0A9 KU3HU N 3N00POBbA NETEN

[eTtn dopMUPYIOT COBCTBEHHbIN PLIHOK CObITa

n ybexpaloT poautenen npuodpertartb onpene-
NeHHble ToBapbl, HaNPUMepP, NPOAYKTbI MUTaHWS,
UTpYyLLKK, OOoexXay U 00yBb, KOCMETUKY, dNEKTPO-
HUKY 1 KaHUenspckue Toeapbl. B To xe Bpems,
OHW He CNOCOBHbI NpoaHann3MpoBaTb KauyeCTBO
NOTEHUWanbHOW NOKYMKW, a poauMTenn He Bcerpa
TWaTenbHO NPOBEPSIOT KYMNNeHHbIe TOBapbl.

Peknama n npopaxa noetam HekadyeCTBEHHbIX,
OonacHbIX TOBapOB MOXeET NpPUBECTU K LEeNTOMY

CNeKTPpy HEratnBHbIX I'IOCﬂe,EI,CTBI/IVI -
B NepBylo oyepenb, OHU KacaloTCsa 340PO0Bbs
pebeHka.

B HekoTOpbIX cny4asix peTckue ToBapbl

cofepxaT TOKCUYHbIE BELLECTBa B KOHLEHTpaL MK,
B HECKOSbKO pa3 NnpesblllaloLwen oonyCTUMYIO.
OHU pasgpaxatoT KOXY U CIIN3UCTYIO0 0O0MOYKY,
oTpuvLaTeNbHO BO3OENCTBYIOT Ha PENPOAYKTUBHYIO
dyHKUMIO YenoBeka, MOTyT Bbl3BaTb anfepruio

N paxe pak.

1

willl @
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6 >> NPOABUHYTBIE METONKA

MAPKETUHIA

I'Iepe,n,osble MapKEeTUHIroBble CTpaTeErnn
nomoraloT KOMNaHMAM BbICTpanBaTb
OTHOLWEHUA C KNneHTamMmun, B TOM Yncne
C OeTbMW.

[eTn — XxenaHHas uenb ANs MapkeTonoros.
KoMnaHun npuMeHsIoT CNoXHble anropuTMbl ons
HauennBaHUs peknambl Ha eTen B CouManbHbIX
ceTax U urpax, Hanpumep, oataManHuHL

7 >> TEMHbIE NNATTEPHbI

TeMHble naTTepHbl — 3TO TOHKNE NCUXONTO—-
rmyeckune ynoBkn 1 an3anHepckme peLueHuns,
KOTOpble HaMepeHHO noaTankneatT
nofib3oBaTtenen Ha BbiNOMHEHME ONpeaeneHHbIX
OENCTBUN, NOOLLPSAA MOCTOAHHOE COBEPLUEHUE
NOKYMoK.

CyliecTByeT MHOXECTBO METOAOB
MaHUNYNSTUBHOIO An3anHa, KoTopble
nopTankuealoT Nonb3oBaTenen caenaTb

TO, Yero B NPOTMBHOM Cly4Yae OHM 6bl HE CTanu
genatb. OTWU MeToAbl NONYYNIN LNPOKOE
pacnpocTpaHeHne B nocnepHue rodsbi,

1 npodunuposaHue. Npn aToM NepcoHarnbHble
OaHHble 1 npodunu geten LOCTYNHbI AN NOKYMNKK
613HECOM.

[eTn cKNOHHbI NOKYNaTb Ha KapMaHHble AeHbMN
TO, YTO UM peknamunpyetcs. Mpn aToM faxe ecnu
LEeTN HE MOTYT CaMOCTOATENbHO NpuobpeTaTb
TOBapPbl, OHM CMNOCOOHbI yoexaaTb CBOUX
poaunTenen Ha CoBepLUEHME TaKMUX NOKYMOK.

N B HAcToALLEE BPEMS KOMMNAHUN LUNPOKO
NPUMEHSIOT MX Ha AETCKYIO ayanToOpuUIo.

Bo3nencTesue TeMHbIX NaTTEPHOB yCyrybnseTcs
TEM, YTO OETU HE MOTYT 3alNTUTb Cebs OT HUX, TakK
Kak He obnagatloT HeO6XOAMMbIMU KOFTHUTUBHbIMU

W aHanMTU4YeckKumMmn cnocobHoctamn. OHu
YS3BUMbI, CKITOHHbI K UMMYNbCUBHOMY NOBEAEHMIO,
nerko GopMmnpYyIoT OTHOLLEHMS C NEPCOHaXamu,
NOJAalTCs BAUSAHMIO BO3HArpaxaoeHum n ctatycos,
Nnpw 3TOM Y HUX ele He chOPMUPOBAHO 3penoe
NOHMMAaHME O LEHHOCTU AeHEer U HeJoCTaTOYHO
BbICOKUI YPOBEHb GMHAHCOBOW rPaMOTHOCTH.

8 >> OHNANH-MOLIEHHUYECTBO

NHTepHeT-cepBMChI UM NPOrpaMMHOe obecneyeHme
C 0OCTYMNOM B UHTEPHET MOXET UCMONb30BATLCS
ons obmaHa xepTB. K Bugam oHnanH-mMOLWeHHU-
YecTBa MOXHO OTHECTU QULLNHT, NoTEPEWN,
NOAapoOYHble akuuK, cnam ¢ 3aMaH4YMBbIMU Npenno-
XEHUAMU, NOALESbHbIE KOLENbKU NiaTeXHbIX
CUCTEM N BCEBO3MOXHbIE UX KOMOBUHALUN.

B cBA3M c TeM, YTO OeTU N NOJPOCTKM Hanbonee
NOABEPXEHbI BHYLLEHWIO,

a X NCUXO3MOLIMOHamNbHbIe OCOBEHHOCTH
HaxoOATCs Ha CTagum CO3PEBaHNA, OHU SBNSIOTCS
0OHOM N3 Hanbonee ya3BUMbIX KaTteropunemn
XepTB AN OHNaNH-MOLLIEHHUKOB.

MocneacTems OHMaNH-MOLLEHHMYECTBA
NMeIOT Kak GMHAHCOBbIE, TaK U cCouMasnbHO-
MCUXONOrnyeckme NocneacTeuns, BKovamlLme
B ce64 olyLleHne pasoyapoBaHus

N HeCnpaseanMBoCTu, CTpecc.

[1] Kubeppucku ana gpeten n nogpocTkoB

JInyHocTHa4 ( aTaka,

ncnxonormnyeckoe
Hacuinmne

&)

K aTown rpynne oTHOCATCS pUCKMH,
KOHe4YHas uerb KOTOPbIX — HAaHEeCTH
MOpanbHbI, PUINYECKUN UIN NHON
yuwepb KOHKpeTHOMY pebeHKy, Hanpumep:
KNOepOYyNNnHI, CTanKUHI, TPYMUHT

N cekcyanbHble JoMoraTenbCcTBa.

9> KUBEPBYIJINHL

KnbepbynnuHr nogpasymeBaeT NOBTOPSIOLLMECS
3MNN304bl arpeCCUBHOIO NOBEAEHMS,
HanpaBfeHHble Ha TO, YTOBbI HanyraTb, YHU3UTb
Unn Pas3o3nnTb YenoBeka. Takas ¢popma NoBeAeHUS
BCTpeYaeTCcs B COLManbHbIX CETAX, MECCEHAXEPaX,
UrpoBbIx NnaTdopmMax 1 opPyrux oHnanH-
nnowankax. KnbepbynnmHr MoxeT coBepLiaTbCs

N 0eTbMU, N B3POCbIMM.

Obungunkm B KNbepnpocTpaHCTBE Bonee XeCcTokn
M3-3a aHOHUMHOCTUW — UX CITOXHEE BbISBUTb

N NpuBfeYb K oTBETCTBEHHOCTU. Kpome TOTrO,

OHW HE BUOST XEPTBY, a NO3TOMY He BUOAT

NnocrneacTBuUn U pe3dynbTaToB CBOUX AENCTBUN,
4YTO TOMbKO YCYryonseT cutyaumio.

KnbepbynnuHr HeraTMBHO BNUSIET Ha NOBEAEHME,
NCUXO3MOUNOHanbHoe 1 ¢nsnyeckoe 3gopoBbLE
XepTBbl. I3MEHeHNs B 3aMOLMOHANbHOM COCTOSHUMN
XapakTepuayloTca pe3kon nepeMeHon HacTPoOeHNS
B CTOPOHY HeraTmBHbIX 3MOLIMN — 3MNOCTH,
pas3npaxuTenbHOCTU, YHbIHUS, 60S3NMBOCTMY,
oaonHoyecTBa. KOHKPETHbIN SMOLMOHaNbHbIN
addeKT n TaXeCTb NOCNEACTBUN 3aBUCAT

OT pebeHkKa, HO B KpamHMx cny4dasx KnoepoynnnHr
MOXeT CTaTb Jaxe NPUYNHOWN CaMOoybunCTBa.
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CTankuHr — naTtTepH noBeaeHu4d, I'IpOﬂBJ'IﬂIOLLl,VII?ICﬂ
B HaBA34YMBOM npecnieqoBaHMn, BbiCnexmnesaHnn

M NPOJONXNTENbHbIX JOMOraTenbCTBax

0O XepTBbl. OTnnyaeTcs BbICOKOW OfINTENBHOCTDIO,
npucTtanbHbIM BHUMaHUEM K OENCTBUAM XepTBbl.

Crankep MOXeT NCNONb30BaTh WMPOKUIA CNEKTP
TakTUK U NOAXOAOB B CBOMX JOMOraTenbCTBax
M crnexke 3a xepTBon. Hanpumep, 0bblYHbIE

11> [PYMUHL

[PYMUHI — 3TO yCTaHOBNEHME OPYXECKOro

M 3MOLIMOHANbHOIO KOHTaKTa C pebeHKoM

019 ero ganbHeunwen cekcyanbHOW nnu
KpUMWHaNbHOW aKkcnnyaTaumu, MOWEHHNYeCTBa,

WaHTaXa, KOMNPOMETNPOBaHNA N OOMOraTenbCTB.

OHnanH-rpymMepbl cobupatoT MHPopMaLmio
O AETSX M HaxoOsT Hanbonee ysa3BUMbIX

N 3NeKTPOHHbIE MNCbMa, 3BOHKW, COObLLEHNS

W apyrue AencTeums B coLceTax, yCTaHOBKa
NPOrpaMMHOro obecneyeHns oas MOHUTOPWHra
Ha yCTPOWCTBa XEepTBbl.

CTankuHr BbI3bIBAET Y XEPTBbI CNEKTP
HeraTUBHbIX 3MOLMIA, FMaBHbIMU U3 KOTOPbIX
ABMAIOTCS CTPaxX U OLyLLEHNE NOTEPU
KOHTPONS Haf XU3HbIO.

xepTB. OHM 3HAKOMATCS CPasy C HECKOMbKUMU
OEeTbMU, @ 3aTEM BbIOMPAIOT CBOIO XEPTBY

N3 Tex, KTO OTpearnpoBsasn Ha nx CoobLLeHMs,

N aHanua3upyloT couceTn pebeHka, Hanpumep,

Ha NpeamMeT OAMHOYECTBA, HEXBATKM BHUMaHMA

1 3aboTbl. [locne aToro rpymepsbl yctaHaBnuBaoT
NCUXONOTNYECKNI KOHTAKT C pebeHKoM ans
panbHenwen peannsaummn CBOUX Lenemn.

12 >> CEKCYAIIbHbIE JOMOIATENIbCTBA

CeKcyaanble goMorartenbCcTtBa BK/1lO4aloT
B cebs sanyrmBsaHume, nagesaTtenbCTBoO
NN NpuHyXaeHne cekCyanbHOro xapakTtepa,

a TakXxe HexenaTelNlbHOE UMW HeHaanexawee
obellaHne Bo3HarpaxaeHns B ObMeH Ha
cekcyarnbHble YCNYri, MHble YCTHbIE Unu

[1] Kubeppucku ana gpeten n nogpocTkoB

dursmyeckme npecnenoBaHns CekcyanbHOro Y neten, KOTopble CTAHOBATCS XepPTBaMu
xapakTepa. CeKCyanbHOro goMoratenbCcTBa B UHTEPHETE,
NPOSIBNAIOTCS CEPbE3HbIE OTKNOHEHUS
K 0coB6eHHOCTSAM cekcyaslbHbIX 4OMOraTenbCTB B $PU3MYECKOM U NCUXONOrMYECKOM 300POBbLE.
B UHTEPHETE TakXe OTHOCHT HexenartenbHoe [ns kaxpown xepTBbl, NogBepriencs
NMonoBoOe NOBeAeHME, BbipaXaeMoe B UCMONb30BaHUU [OMOraTenbCTBY, 3T NOCNEACTBUS YHUKANbHDI,
LMPPOBOro KOHTEHTA B YaCTHbIX NMepennckax a BOCCTaHOBIEHNE MOXET ONTHCS BCIO
unu Ha ny6nuyHebix nnatdopmax. Hanpumep, XW3Hb. loMoraTenbCTBO B UHTEPHETE
06MeH M306paxeHnsaIMn 1 BUAEO CEKCYallbHOro MOXeT nepexoanTb B obnanH n NnpuHMMaTh
XapakTepa, MPUHYXAEHWE U YTPO3bl, camyio KpUTn4yeckyto popmy —
nsgeBaTenbCTBa Ha CeKCyanbHOM NoYBe. n3HacunoBaHue.

Lindpposasa (akcnnyaTtauwus,)

Ncnonb3oBaHue pebeHka
(ang co3paHns )

LMPPOBOro KOHTEHTA

K aTOM rpynne oTHOCATCA PUCKU, KOTOPbIE
HanpPsaMylo CBA3aHbl C aKCnayaTaumen
pebeHka unm nHpopmaumm o Hem

B UHTEPHETE, HanpuMep: LOKCUHT, co3aaHne
N pacnpoCTpaHeHne matepuranos C 4EeTCKOMN
nopHorpadunen, kpaxa, coop 1 akcnayataumns
NepCcoOHanbHbIX AAHHbIX, @ TAKXE LUEPEHTUHT.

Tak, nepcoHanbHble faHHble pe6eHKa MOryT 6biTb packpbiTbl /WY UCNONb-
30BaHbl HENPaBOMEPHO, YTO NOBEYET 3a CO601 Yrpo3bl Ero $pU3nM4eckomy,
NcrMxoaMouuoHanbHoMy Unu puHaHcoBoMy 6narononyuuio. Mpu aTom

pebeHka MOryT MCMONb30BaTh Al CO3AAHUS LMPPOBOro KOHTEHTa CaMbIMM
pasHbIMu cnocob6amu — oT poTorpadum B 6nore poautenen, 4O HE3aKOHHOM
3KCMyaTauum geTen B NpOM3BOACTBE MaTePUAsIOB CEKCYaslbHOro XapaKkTepa.
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13 > [OOKCUHIL

[okcuHr — nybnmyHoe packpbiTve B CeTU
nepcoHasbHon nHGopMaLMM O YeNnoBeEKE UNn rpynne
nopen. K Takon nHpopmMaumm MoXeT OTHOCUTBLCS,
HanpumMmep, HacTosiLee UMS, anpec NPOXNBaHUS,
MecTa paboThbl, faHHble POACTBEHHWKOB, HOMeEpa
TenedoHoB, puHaHCOBas, MeagMUNHCKaa 1 gpyras
naeHTudMUMpyowas nHdpopmauns.

NHorpa nop [OKCUMHIOM nogpasyMeBaeTcs
He TONbKO Ny6nmnKaumsa gaHHbIX, HO U NpoLecc

NnoaroToBKN — c6op MHOPMaLUN O XepTBe
N 6NIN3KMX XEePTBbI NOCPEACTBOM NCMOb30BaHNS
couceTen, rocyaapCTBEHHbIX OTHETOB,

NONCKOBUKOB N OpPYyrnx MCTOYHMKOB I/IHq)OpMaLI,VII/I.

ITnyHaa nHpopmaums pebeHka nybankyeTcs

N pacnpocTpaHsieTcs 6e3 ero cornacus.
[LOKCMHI 06bIYHO NPON3BOANTCS HAMEPEHHO,

C Lef1blo OTOMCTUTb, 3anyratb, lWaHTaXnpoBaTb
WNN NHbIM 06Pa3oM HaBpPEeOUTb XEPTBE.

[1] Kubeppucku ana gpeten n nogpocTkoB

14 >> CO30AHUE N PACNPOCTPAHEHUE
MATEPUANOB C NETCKOW NOPHOIPADUEN

C pa3BUTUEM TEXHONOIMIN MOPHOrpaduyeckme mate-
puanbl 0 4eTaX B 60MbLUMX KONMYECTBax co3naloTcs
N nepepaloTcs NPeCTyNHUKaMm No BCEMY MUPY.

HeBo3MOXHO onpenennTb, CKOMbKO nogemn
noTpeobnaeT AeTCKyo NopHOrpaduio, TOYHO Tak Xe,
KaKk HEBO3MOXHO TOYHO OnpenennTb, CKOMbKo aeTen
CTaHOBATCA XepTBaMn AeTCKon NnopHorpadum.

MNMocnepncTteus ona geTen, CTaBLUMX XepPTBaMu,
KpanHe cepbesHbl. Takme npecTynneHns Hanpsamyto
CB$SI3aHbl C HACUNMEM Hag aeTbmu. A TOT dakT,

4YTO XEeCTOoKOe obpalleHne OblNo 3annMcaHo

N pacnpoCTpaHeHo, yCyrybnseT cutyaumto: TpaBma
YCUNNBAETCS 3HAHMEM TOTO, YTO 3anncaHHoe

N N306paxeHHoe Hacunue pacnpocTpaHseTcs

M OOCTaBMgaeT yaoOBONbCTBME OPYTUM.

15 >> KPAXA, CBOP U SKCIIYATALLIAA
NEPCOHAJIbHbBIX JAHHbLIX

SkcnnyaTaumns nepcoHanbHbIX aHHbIX
nogpasymeBaeT NonyYeHne gocTyna K JIMYHbIM
OaHHbIM geTen 1 cbop aTon nHbopmMaLmm
He3aKOHHbIM CMOCO60OM, a Takxe 6e3 cornacus
camux geTen 1 nx poguTenen, Bknioyas ganbHenwee
HenpaBOMepPHOE MCMNOoNb30BaHMe. Takxe K AaHHOMY
pUCKY OTHOCATCS OaHHble, NONYyYEeHHbIE 3aKOHHbIM
nyTeM, HO UCMONb3YIOLLMECS B KOPbICTHbIX LIENSX.

Yallle BCEro et camm ykasblBaloT JINYHYIO
MHGOPMaLMIO B MHTEPHETE N CBOOGOLHO

16 >> 1WEPEHTUHL

LLlepeHTUHr — 3TO perynspHoOe UCNoNb3oBaHme
poouTensaMu coumnanbHbiXx ceTen ons ooMeHa
HOBOCTSIMU, N306PaXEHNAMUN N APYrON
nHpopmaumen o getax. Cnoso o6paszoBaHO

OT aHrMUNCckUx cnoB «share» — penuTbcs,

n «parenting» — BOCNUTbIBaTb, PacTUTb
pebeHka.

[eTn 3a4acTylo NCMbITbIBAIOT HENOBKOCTb, KOTAa
pooutenu nyonukyoT nx potorpadpum. OHM Takxe
WCNbITbIBaOT 6€CNOKOMNCTBO MO NOBOAY TOrO, YTO
OHW HUKaK He MOTYT MOBNUATb Ha NyOnMKaunio
doTorpadunm nx poantensamu.

genatcst ey ¢ gpyrumum nogsmMu. Mpm 3ToM OHM
cunTaloT KoHOMAEHUMaNnbLHOM MHOPMaLnen
TOMNBKO KOHTaKTHbIE AAHHbIE U HE UCTIbITbIBAIOT
OecnokoncTaa 3a $OTO- N BUOEOKOHTEHT,
KOTOPbIN My6AMKYIOT.

[ocTyn K NINYHbIM AaHHLIM OTKPbIBaET
BO3MOXHOCTU 411 APYTUX NPaBOHapyLUEHNIA
N PUCKOB, CBSA3aHHbIX C ONAaCHOCTbIO

LS NCUXNYECKOTO U GUBNYECKOrO
300POBbS XEPTBBI.

LllepeHTUHI MOXeT NPUBECTU K UCKaXEHUIO
npencTaBneHnn o peanbHOM Xn3HW. Pogutenu
BbICKa3bIBAIOT CBOIO TOYKY 3PEHMUS, 3a4aCTYIO He
cnpawmsas, YTo 06 3TOM fyMaeT cam pebeHoKk.
My6nu1Kya NOCTbl O CBOUX OETSX, POOMTENN CaMu
€Oo30aloT LMPPOBOM NOPTPET pebeHka B MHTEPHETE,
TEM CaMbIM BMELUNBASACb B €ro UndpOoBYIO MOEHTNY-
HOCTb. [TOMMMO TOro, YTO poauTenu Ny6ANKYIOT
doTorpadunm cCBonx oeTeEN U UCTOPUN, CBA3AHHbIE
C UX BOCMUTaAHWEM, OHU TakXe pacKpbiBaloT
KoHPUaeHUnanbHyo nHGopMaLmio O CBOUX AETSX,
KOTOpas MOXET BK/oYaTb MOMIHOE MS AeTen, gaTy
pOXAeHWs, BEC, POCT, reosIoKaumio U gpyrne gaHHble.
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NHdopmaumoHHoe
(paBneHue,) nHdopmauus,

He npegHa3HayYeHHas

Ona gpeTen n nogpocTKOB

K aTom rpynne oTHOCATCH PUCKK, B OCHOBE
KOTOPbIX NEXNT nibopmaumns, cnocobHas
TpaBMUpPOBaTb, E€3UHPOPMUPOBATD,
NOATONKHYTb pebeHka K HEBEPHbLIM BbIBOgaM
NN ONacHbIM OENCTBUAM, HanpuMmep:

KOHTEHT, CoaepXalnn CueHbl Hacunus,
NnopHorpadmnyecknm KOHTEHT, Ae3nHdopmauums,
a TakXe onacHble TPpeHObl U YenneHgxXu.

MNocneacTBusA TakMX PUCKOB MOTYT KpanHe
HeraTMBHO cKa3aTbCsl Ha NCUXO3MOLMOHaNbHOM

1 $M3NYECKOM COCTOSIHUM pebeHKa, a TakXe
npeacTaBAsiOT ONaCHOCTb AfS O6LecTBa B LLEENOM.

17 >>  KOHTEHT, COOEPXALIUN
CUEHbI HACUTINA

K Takoro popa KOHTEHTY OTHOCUTCS Ntobas
OOCTynHas ona socnpuatus ¢opma
npeacTasneHms nHdopmaunmn, BOCNPom3-
BopsdLLasa cUTyauum nnm 0encTens
HacUNbCTBEHHOIO XxapakTepa, KOTopble
MNPVUYUHSIOT NN MOTYT MPUYMHUTDL Bpen
OOHOMY UM HECKONBKUM NNLLaM.

HeTun yyaTcs, Habnogas n npoodys NoBeAeHYecKne
cueHapum, N03TOMY OHU OCOH6EHHO BOCMPUNMYMBBI
K HeraTMBHbIM NOCNEeACTBUSAM, KOTOPbIE Bbi3biBaeT
noTpebneHne KOHTEHTa C HAaCUNneM.

KpaTkocpouHbie adpdekTbl CBA3aHbI C NpoLeccamn
BO30YXAEHNS N HEMOCPEACTBEHHON NMUTaLMEN

[1] Kubeppucku ana gpeten n nogpocTkoB

onpeaeneHHoro noeeaeHus. [LonrocpoyHble

HeraTMBHblE dMOLMN OETEN MO OTHOLIEHWNIO
3dPekTbl 06yCnOBMNeHbl bonee NPOAOMIXNTENbHbIM K Hacunmio NOCTENEHHO YMEHbLLAIOTCH,

N3y4YEeHNEM TakKOro KOHTeHTa, U3-3a 4ero n d)OpMI/IpyIOTCFI HOBbI€ YCTAaHOBKW.

18 >> [IOPHOIPAGUYECKWNA KOHTEHT.

NHTepHeT cumMTaeTcs KNoYEeBbIM KaHanom
pacnpocTpaHeHus nopHorpaduyeckoro
KoHTeHTa. [pn 3TOM AeTn 1 NOAPOCTKN MOTYT
CTankmMBaTbCs C NopHorpadpuen yMblWIEHHO
N HEYMBILINEHHO.

YMbILWAEHHBIN NOUCK N NOTpebneHne
BO3MOXHbI U3-3a TOrO, YTO MEXaHU3Mbl
BepudukaLmm BO3pacTa B COLCETSAX U Ha canTax
C Takoro pofa KOHTEHTOM HECOBEPLLEHHDI.
Cpenu npuymnH HenpegHaMepPEeHHOro
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CTONKHOBEHUS C NOpHOrpadmnen BbigenaioT
N3YYEHNE CMEXHbIX C CEKCOM TEMATMUK,
Hanpumep, B3aMOOTHOLIEHU Mexay
MYX4YNHOW N XEHLLMHOWN.

MNpwn BCTpeye ¢ nopHorpadmndeckumm
MaTepuanamu 4acTb AeTeN NCMbITbIBAET

19 >> OE3NHOOPMALINA

He3nHdopmaLma — 3To nonbiTka co3paTb
NOXHOE BnevaTneHne 1 NOATONKHYTb OObEKT
BO3OENCTBUS K XeNaeMblM OENCTBUAM UK
6e3gencTBumio. TO NPOLECC MaHUMyNIMPOBaHUS
nHpopmaumen, Hanpumep, BBEAEHMNE KOro-nmbo
B 3abnyXaeHne nyTemM NpeaocTaBneHns
HeMnoMHOW N1 BbIPBAHHOWM N3 KOHTEKCTA
nHbOpPMaLNK, NCKaXeHUs YacTn nHGopmMmaLmu,
pacnpocTpaHeHne CyX0B, XU N TPOMKUX,

HO He nopgkpenfieHHbIX pakTaMmn yTBEPXAEHUN.

NHTepHeT cuntaeTcsa rnaBHbIM KaHanIoM
N MHCTPYMEHTOM pPacnpoCTpaHeHus

20 >> OQOIIACHbIE TPEH[bI
W YENJIEHOKA

TpeHabl 1 YenneHaXxu BOBNEKAOT AeTeN

N NOAPOCTKOB B MacCOBbl€ aKTUBHOCTH,
KOTOpPbIE MOTYT YyrpoXaTb NCUXNYECKOMY

1N $GM3NYEeCKOMY 300POBbIO YHaCTHUKOB

WNN OKPYXaloLWmx, Yepes coumanbHble CeTU

1N OBMEH COOBLEHNSIM B MECCEHAXEPAX.
BoBneuyeHune nponcxoguT nyTemM npurnalleHus
ayauToOpUN B UFPY NN COPEBHOBaHNE

C BbIMOJIHEHVEM 3adaHui, oTyeTamm B poTo-

1 BugeodpopmaTte UM oHnanH-TPaHCALUN.

B 60nblUMHCTBE ClyYaeB yyYacTune

B BbINOMHEHUW 3a4a4y UV Urpbl MPUBOAUT

K OnacHbIM NOCNEACTBUSAM M3-3a HEMOHUMAHKS
peanbHOro p1cka n HechopmMupoBaBLLETOCS

OTBpaLleHME, 3aMeLlaTeNbCTBO U TPEBOTY,

HO C KaxabIM Pa3oM 3T OLLYLLEHUS CTaHOBSATCS
cnabee. D70 BNUSET Ha NCUXNYECKOE 300POBbE

1 6narononyyune, B TOM YMClie CTONKHOBEHMS

C nopHorpaduren aBnsTCa NPEANKTOPOM
MOBbILLEHHOW CEKCYaslbHOWM arpeccumn n Hecepbes-
HOIO OTHOLUEHUS K CeKCyalbHbIM KOHTaKTaM.

nesunHdopmaumu. Mpu 3ToM 4eTn MOryT 6bIThb
OCO6EHHO YA3BMMbI B BOMPOCAax BOCNPUATHS
nHdOPMaLMK, MOCKONbKY UX MbILLINEHWE

N KOFHUTMBHbIE CMNOCOBHOCTM BCE eLle
pa3BuBaIOTCS.

[eTn He MoryT oueHNTb 4OCTOBEPHOCTb
nHPopmaumn, C KOTOPOWM OHU CTaNKnUBalTCH
B UHTEPHETE. DTO MOXET NPUBECTU

K GOPMUPOBAHMIO Y HUX NOXHOW KapTUHbI
Munpa, COBEPLLUEHMIO HEKOPPEKTHbIX
OEVCTBUNM NO OTHOLLUEHUIO K cebe

M OKPY>XaloLWmm.

KpUTUYEeCKoro mblwneHus. Ecnm nogpocTtku

yXe UMeIOT Kakme-nmbo ncuxonormyeckme
npo6nemMbl, B TOM YiCne cynunpanbHble
HaKMOHHOCTW, OHW HAaXOASAT OMacHble TPEHAbI,
ycyrybnsioliee COCTOSHNE, YTO B COBOKYMHOCTH
MOXET NPUBECTU K Tpareanu.

Cpepun nocnencTsnm onacHbIX TPEHOAOB MOTYT
ObITb OTpaBneHuns, PUanyeckme n NCUxono-
rmyeckme TpaBMbl, HAHECEHHble cebe n gpyrum,
M gaxe HenpegHaMepeHHbIN nNeTanbHbIM NCXon,
nnu cymuunp. Kpome Toro, onacHble TpeHapl
MOryT CNOCO6CTBOBATbL CEKCyanuaaumm

OeTen unn BoBnekaTb UX B KDUMUHaNbHbIE
coobuiecTBa.

Apouvkunmsa,
dopmMunpoBaHume
3aBUCUMOCTM

OT UHTEPHET-CpPpeObl

[1] Kubeppucku ana gpeten n nogpocTkoB

K aTom rpynne oTHOCATCA PUCKN,

NPV HACTYMNEeHNM KOTOPbIX y pebeHka
bopmMmMpyeTCcsa 3aBUCUMOCTb OT MHTEPHETA
B LE/IOM UMM KOHKPETHbIX Ero 3N1E€MEHTOB,
HanpuMep: anropuTMbl yaepXaHus
BHUMaHUA, UrpoBas 3aBUCUMOCTb

N N3BbITOYHOE NCMONb30BaHNE NHTEPHETA.

21>> AINLCOPUTMbLYOEP>XXAHUA

BHUMAHNA

ANropuTMbl aHanM3NPYIOT peakLmMn Nonb3oBaTerns,
CUUTBIBAIOT MOMEHTAaSIbHbIN OTKMK Ha MHPOpMaLUio,
a 3aTeM NoAdUPatOT NMOXOXUN KOHTEHT. Takum
06pas3om, OHM OrpaHNYMBatOT NOTOK MHPOPMaLUK
0O UHTEPECHbIX NONb30BaTeNio Nyo6nnkaumm,
dbopMupyIOT pekoMeHAaL MK, NOKa3blBaloT
TapreTUPOBaHHYIO peknamy.

OcHoBHas Lenb anropMTMOB — YAEPXMBaTb
BHMMaHWe pebeHka Kak MOXHO aonblue. [1ns

3TOro UCMOMb3YETCH MHOXECTBO MaPKETUHIOBbIX
WHCTPYMEHTOB, Hanpumep, UrpoBblie NeTnu,
cozpatowme apdekT He3aBepPLIEHHOCTN OENCTBUS
1 Bbl3bIBAOLLME CUHAPOM YNYLLEHHbIX BO3MOX-
HocTeln (FOMO, ot aHrn. fear of missing out).

MokasblBas TONMbKO TO, YTO UHTEPECHO
nonb3oBaTesnto, anropuTMbl U3HaAYaNbHO
NPOEKTMPYIOTCS Ha NONAPU3aLnio MHEHUN
Ha nio6ble TEMbI, KOTOPbIE BAUSIOT
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Ha CTaHOBJIEHNE MUPOBO33PEHUS eTeN

n noppocTkos. Cuctema nogouvpaeTt nogen

Nno HTepecam N yoexaeHusm, oobeanHss

WX B rpynnbl. TOT adPeKkT nonyynn Ha3BaHMe
«3X0-KaMepbI»: NONb30BaTeNb OKPYXEH TOMbKO

20 > WUICPOBA4A
3ABUCUMOCTDb

MrpoBas 3aBMCMMOCTb XapakTepuayeTcs
NOCTOSAHHOW, MOBTOPSIOLWENCS NOTEPEN KOHTPONSA
Haf UrpPOBbIM MNPOLLECCOM, MOBbILLEHNEM
npnopuTeTa Urp Hag ApyrmMmun nHTepecamm

N NOBCEAHEBHOWN OEATENbHOCTbIO pebeHka,

a TakXxe npoJo/IKEHNEM UMK ackanaumen

3TOM MOAEeNu NoBefeHns, HECMOTPSA

Ha BOSHWKHOBEHWE HEraTUBHbIX MOCNEACTBUN.

Cpenu NpuYmH NrpoBOI 3aBUCUMOCTU BbIAENSAIOT
noBbIWEHMWE coumnanbHOro cratyca. Tak, ctatyc
nepcoHaxa 1 QOCTUXEHUS B UTPE Hanpsmyto
3aBUCSHT OT 3aTpayveHHOro BpemeHu. Mpu aTom

TOM MHGOPMaLMEN N TEMUN NIOABMMU, KOTOPbIE
noaTBepPXAaloT OOHY TOUKY 3peHus, NoaKpennas
ero npasorty. [1pn aTOM Mexay Takumu rpynnamMm
yCunmBaeTcs pasHuua BO B3rnagax M yCTaHOBKAX,
4YTO NPOBOLMPYET arpeccuio n KOHGANKTHI.

BO MHOIMX Urpax eCTb nnaTtHble BHYTPUUTpOBbIE
npeamMmeTbl, KOTOpbIE AaloT NoJib3o0BaTeNo
npenmyuecTBo, 4HTO OKa3blBaeT CUIbHOE
OaBneHne Ha Heokpenuwylo NCUXUKy neten

M NOAPOCTKOB M NOATaNKMNBAIOT UX K MOKYMNKaM.

3aBMCMMOCTb OT Urp BbI3bIBAeT Pa3nnyHble
NpPo6nemMbl C coLManbHbIM, MCUXONOrNMYECKUM

n paxe ¢mnamveckmm coctosHnem. OHa npmsoanT
K HapyLUEHMIO KNacCU4YeCcKoro coumnanbHoro
B3aMMOOeNCTBUS pebeHka C CEMbEN N APY3bIMMU,
MeHsieT 06pas XM3HU, MellaeT akageMmniecKkom
yCcneBaeMoCTH.

23 >> U3BbITOYHOE UCMNOJNb30OBAHUE

WHTEPHETA

36bITOYHOE NCNonNb3oBaHNE MHTEPHETA
NPUBOOUT K HapPYLUEHWNIO NCUXONOrMYEeCKOro,
CouUManbHOro, MMYHOCTHOrO, aKageMN4YEeCKOro
nnu npodeccnoHanbHOro 61arococToAHUS
YenoBeka. B yacTHbIx cny4vasx aTo nepeTtekaet
B 3aBUCKMMOCTb OT MHTEPHETa — y YefoBeka
NosIBNAIOTCS HEONpaBaaHHasa TpeBora

N XenaHue noaklYnTbCs K CeTH

Kak MOXHO ckopee.

K OCHOBHbIM CUMNTOMaM UHTEPHET-3aBUCMMOCTH
OTHOCUTCS HE TOMbKO YBENNYEHNE KONTMYeCcTBa
BPEMEHM, MPOBEAEHHOTO B UHTEPHETE,

HO 1 Mepenagbl HaCTPOEHWs, YyBCTBO
oOMHoOYecTBa, 6ECMOKONCTBO M pasapaxuTenb-
HOCTb. [TOMUMO 3TOrO, UHTEPHET-3aBUCKMbIE

CKJTOHHbl OTKa3blBaTbCs OT OTBETCTBEHHOCTU

n oTpuuaTb Npobnemsl. Takne NOAPOCTKN
Yallle BCEro He MOTryT KOHTPOIMPOBaTb BPEMS,
NPOBEAEHHOE OHNaMH, a TakXe He B COCTOSHUN
COKPaTUTb €ro CaMOCTOSITENbHO.

Y 3aBMCUMBbIX OT MHTEPHETa U CoLManbHbIX

ceTen NOAPOCTKOB TakXxe HabnopaeTcs
oncmopdodobms — aTO NCUXMYECKOEe
pacCcTpPONCTBO, MPU KOTOPOM YENOBEK YPEZMEPHO
06€eCrnokKoeH HeaHaunTenbHbIM oedpekTomM

WM OCOBEHHOCTbIO cBOEro Tena. PunbTpbl,
WHCTPYMEHTbI ANS peTyLn n o6paboTkum
doTorpadum dopmupyloT y AeTen n NoApoOCTKOB
HEeBepHble NpeacTaBNeHns O BHELWHOCTH,

4YTO NPUBOJMUT K KOMMNEKCaM B peanbHON XU3HW.

[1] Kubeppucku ana gpeten n nogpocTkoB
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TexHONnornyeckue
pelweHnsa No 3awmnTte
DeTEN B UHTEPHEeTe
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>>  KIACTEPbIL

npe,U,VIKTVIBHaﬂ aHalnTuka

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte pneten B UHTEPHEeTEe

pUCKa 1 paHXnpoBaTb X B COOTBETCTBN
C BO3pacCTHbIMU rpynnamm neten.

MpenonKTUBHBIE CUCTEMbBI UCMONB3YIOT Bonblune
OaHHble, CTaTUCTUYECKME METOMbI, a TakXe
WNCKYCCTBEHHbIV MHTENNEKT U MallMHHOE ObyyeHme.
MpennkTMBHas aHanuTUKa NoapasymMeBaeT
n3yyeHne oHNnanH-cpenbl, B TOM Yncne
anropuTMOB, YCTPOWCTB N NONb30BaTENbCKUX
NnpuBbIYEK OeTeln, a Takxe NnpodunmpoBaHme

n aHanuna rpada ceszen. OgHaKo 3TO NOAHUMaEeT

pPan 3TN4eCKnx BONpocos 06 NCcnonb3oBaHUK
nepCoOHallbHbIX AaHHbIX neten.

B xope aHanusa nHopmaumm BbiSBNSIOTCA
npeavkTopbl — onpeneneHHble NPu3Hakn

B MaTTepHE NOBEAEHMS, SBASAIOLMECS CUTHANTOM
BO3MOXHOro pucka. OrpaHM4yeHMemM B AaHHOM
cny4vae sBNgeTCs CNOXHOCTb COOpa peneBaHTHbIX
[OaHHbIX, @ TakXe AnuTenbHoe obyveHne
anropuTMOB A1 NOCTPOEHMUS MPOrHO3HbIX
CUCTEM 1 BO3MOXHbIE OLLIMOKM B pe3ynbraTax.

HeTtckne
coumarnbHble UHTepHeT-
cetun dunbTpbI
@ CepBuchil
MpakTrkn oKkasaHus
paspaboTkm NOMOLLMU

UHCTpyMeEHTDI
poOANTENbCKOro
KOHTpoOnS

U MOHUTOPUHra

Q Acbpacrpymypa

ABTOMaTUN3

npoBaHHas

Mogepauus

[lpepgukTnBHaS
(aHanuTuKka )

MpeankTnBHas aHannUTMKa MOXET ObITb
NCNONb30BaHa A5l 3alMThl AeTen B UHTEPHETE
nyTemM onpeaeneHns uL, HaxoasLmMXCs Nog, PUCKOM
COBEpPLUEHNS NPECTYNNEHNS NN CTaHOBNEHMS

XepTBon npecTtynnexHusa. OHa nossonseT
NPOrHO3MPOBAaTb U BbIABNATL Ha pPaHHEeN
CTafMM PUCKU PasfiMYHOro xapakTepa,
nayyatb 1 KnaccuduUMpoBaTb UCTOUYHUKN

PrevBOT

YaT-60T, 6a3upyowmncs Ha anroputmax. OH nomMoraeTt nonMuumn
B BbISIBIEHUU 3MTOYMbILUNEHHUKOB B YaTax, MecceHpXepax

M coumanbHbIX ceTax. BOT cuMTbiBaeT YyXxue nepenuckm n sanu-
CblBaeT UX, a TaKXe MOXEeT UMUTUpPoBaTb obLeHne pebeHka, 4To
no3ponseT o6HapyXuTb 3N10yMbILNEHHUKOB. JIMHrBUCTMYECKan
Mogenb po6oTa No3BongeT onpenensaTb Nos, Bo3pacT

M aBTOPCKUM NOYEPK YenoBeKa U COOTHOCUTb €ro ¢ 6ason
Kn6epnpodunupoBaHHbIX aKKkayHTOB APYrUx NOTEHLUMaNbHbIX
npecTtynHukoB. Kpome Toro, Tak kak po6oT ymeeT pacno3HaBaTb
NPecTYNHUKOB U ONpeaenaTh, kKakue undpoBbie NPOCTPaHCTBa
OHU OKKYMUPYIOT, €F0 MOXHO UCMNONb30BaTb Kak UHCTPYMEHT AN
onpepeneHns onacHblx ANs AeTen coobLiecTs.

[eTtckne
(couwnanbHble )ceTun

[leTckune coumanbHble CETU ABASIOTCS
aHarorom o6blYHbIX COLManbHbIX ceTen,
OHUW CNOCO6HbI 06ecneynTb AOMNOMHUTENBbHYIO

6€30MacHOCTb U 3alUTy OT Yrpos,
C KOTOPbIMU PEBEHOK MOXET CTONKHYTbCS
B UHTEPHETE.
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CouwnanbHble ceTu Ans geTen 3aWwmLeHbl
pasnnMyHbIMM CUCTEMaMU Moaepaunm u dunsTpaumm,
4YTO No3BonseT 6NokMpoBaTb NybGAMKaLUuio rpyboro,
XECTOKOro, HeXenaTebHOro Ans NnpocMoTpa
kKoHTeHTa. OfHaKO CMCTEMbl aBTOMAaTNYECKOM
buNbTPaLMM KOHTEHTa faxe B AETCKUX COLCETSX
HEeCOBEepLUEHHbI, @ MOAepaToOpbl He BCeraa
ycneBaloT oTcnexmnsatb NOAO6GHbIE MHLMAEHTHI.

JeTtckune coumanbHble CETU TakXe
HanpaBneHbl Ha OrpaHUYeHNEe KOHTaKTOB

GromSocial

AeTen CO 3/10yMbILWEHHNKAMUN U B3POCbIMU
mopbMn. NOMMMO 3TOro, HeKoTopble
peTckme coumanbHble ceTu npegycmar-
puBatoT obLeHne pebeHka TONbKo

C TEMW NoNb3oBaTENAMM, KOTOPbIE

OblNn NpegBapuTENbHO 00O6PEHDI
poaunTenamm unmu onekyHamu. Npn aTom
ocTaeTcs AOBOJSIbHO BblCOKasi BEPOATHOCTb
perncTpauumn B 4ETCKON counanbHom

CeTun B3POCNOro 3/10yMbIWIEHHNKA

nop BMoom peberka.

[eTckas coumnanbHas ceTb, KOTOpas YYUT AeTen yKpennaTb
YyBEPEHHOCTb U HE MPUHMMaTb 611M3KO K ceppLy 3nble
KoMMeHTapuu. B GromSocial pns pernctpauunm HyXHo

yyacTue poputenen, YTo No3BONSET CBECTU K MUHUMYMY
NPUCYTCTBME B HEWN B3POCIbIX 310yMblWNeHHUKOB. Kak Tonbko

couuvanbHas ceTb akTUBMpPYETCS, K pe6eHKy B Apy3bsi monagaioT
17 MyNnbTMNNMKaLWUOHHBIX NE€PCOHaXen, 3a KOTOPbIMU CTOAT
MopepaTopbl, FOTOBblE MOMO4b MO N06bIM BONPOCaM.

[TpakTnKu
(pa3paboTkun)

MpakTukn pazpaboTkm BKAOYAIOT B cebs
cosfaHve u ynyJweHne GyHkLUMOHana,
Kacalollerocs oeTckon 6e3onacHoCT

B MPUNOXEHMAX N Ha MHTEpHeT-NNoLwankax.

MNonb3oBaTenbCknm MHTEPGENC OONXKEH
NnpenoCcTaBnsATb BO3MOXHOCTb 61OKMPOBKU

HeKOTOpPbIX GYHKLMIN BO n3bexaHue 3anycka
HexenaTeNbHbIX AENCTBUN N 3alUTbl oeTen
OT NPOCMOTpPa Henpuemnemon nHopmaumnn.
B kauecTBe npumMepa MOXHO NpUBECTU
peLueHuns, KoTopble obecneymBaT
cobnogeHne BO3pacTHbIX OrpaHnyYeHnn,
OMOBELaloT O NOTEHUMANbHO TPaBMUPYIOLWEM

copgepxaHun nyénunkaunm unm HebesonacHoCTH

onpegeneHHbIX CanTos.

3avacTylo CyLWeCTByOLWME PeLIEHMS
He 6NOKMPYIOT, @ NLWb OrpPaHNYMBaIOTCS
onoBselleHneM nonb3osaTtenen

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte pneten B UHTEPHEeTEe

O BO3PACTHbIX OFPaHUUYEHUSAX U CoaepXaHNM
KOHTEHTa, B TOM YUCIie O ero NoTeHunanbHom
onacHocTu. [pn 3TOM OTBETCTBEHHOCTb

3a nocnepylowme oencTeus Ha nnatdopme,
canTe UM B NPUIOXEHUN HECET CaMm
nonb3oBaTenb.

Deutsche Bank

API Program (DBAPI)

PeweHne, koTopoe noMmoraeT oHnanH-npogaBsLamMm B3pOcnon
NpoAyKLUUM He JONYCTUTb Ha CBOU CalTbl HECOBEPLUEHHONETHUX.
Ceptuounkat Bo3pacta DBAPI npegnaraet npoBepky, B OCHOBE
KOoTOopou nexart paHHble knueHToB Deutsche Bank. NpoBepeHHas
MHbopMaLusa o BO3pacTe NoJib30OBaTENS B pEXUME peanbHOro
BPEMEHN NocTynaeT Ha CanT, YTO NO3BONAET NOBbLICUTb
AOCTOBEPHOCTb AaHHbIX O BO3pacTe noceTutenen.
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MHCTPYMEHTDI

(poanTenbCcKoro )

KOHTpONS
N MOHUTOPWUHra

NHCTpYyMeHTbl pPOANTENBCKOrO KOHTPOS
NPeaoCTaBnsioT POAUTENSAM NOBbIWEHHYIO
CTereHb KOHTPOMA Hag AENCTBUAMN OeTeN
B OHNanH- n odnamH-cpene 6naropaps
yCTaHOBKE CrneumanbHOro NnporpaMmMHOro
obecrneyveHuns Ha cMapTdOHbI, KOMMNbIOTEPDI
W ppyrue yctponctea pebeHka.

B 6a30BbIn pyHKLIMOHAN MHCTPYMEHTOB
pOoONTENBCKOro KOHTPOMSA BXOAUT 6110KMpoOBaHme
OOCTYyNa K UHTEPHETY, MPUNOXEHUAM N Urpam,
OorpaHn4yeHne aKpaHHOro BpeMeHu, almTa

OT HEeHagnexawero KOHTEHTa NyTeM ero
dunbTpaumm, oTCNEXMBaHNE OHNANH-aKTUBHOCTH,
KOHTaKTOB M MECTOMONOXEHNS pebeHkKa.

T PyHKUMM 3aKoYaloTCa B NPOakTUBHOM
perynaumm n MOHUTOPUHre aencTenmn pebeHka

B MHTEPHETE, MO3TOMY Takne nporpammbl
NO3BONSIOT BbISBNATL 1 3ab6n1aroBpeMeHHO

Kaspersky
Safe Kids

MUHUMU3NPOBaTbL KNGEPPUCKN ANa AeTEN.
HecmMoTpst Ha WNPOKU cnekTp GyHKLUN
nopo6HbIX NPOrpamMMm, NoHas N3onsaums
pebeHka OT KNOEPPUCKOB He ByaeT cnocob6CT-
BOBaTb BblIpaboTke HEOOXOANMBIX KOMMNETEHLUMN
B obnacTu knbepbe3onacHoOCTH, KOTOpble
NoHapobaTCs eMy B byayLieM.

Haquble nccnepgoBaHMa Takxe nokKaabiBaloT,

YTO MHCTPYMEHTbI POAUTENIbCKOIro KOHTPONA,
KOTOpPbIe NO3BONAIOT OCYLWECTBNATbL MOCTOAHHOE
HabnogeHne 3a pebeHKoM, paspyLualoT ooBepue
K poanTenam, a B OTOesbHbIX Cny4daax gaxe
MOTYT noBfeYb NCuxonornyeckmne Tpasmbl

n penpeccuio. B cnyyvae korga pebeHok

MM NnogpoCTOK NCMbITbIBAET OTTOPXEHUE

U HEMNPUHATUNE NHCTPYMEHTOB POAUTENBCKOrO
KOHTPONS, OH MOXET HanTn cnocobbl ob6xona
YCTaHOBNEHHbIX NpaBu’.

PeweHne pogutenbckoro koHTponsa. Coemectumo ¢ Windows,
macOS, Android n iOS. ®yHkunoHan: 6n1okMpoBKa Hexena-
TENbHOFO KOHTEHTa, OFpaHUYeHne JocTyna K yCTponcteam

B COOTBETCTBUU C pacnmcaHMeM, OrpaHM4eHue gocTtyna K npuno-

XeHMaM, coCcTaB/IeHWE CnUcKa NPUIOXEHUN, BOCTYMN K KOTOPbIM
OCYLLEeCTBNAETCS C pa3pelleHns poauTenen, oTcnexvmBaHne
MecTononoxeHus no GPS, 6e3onacHbIn MOUCK U UCTOPMS
akTuBHocTU Ha YouTube, KOHTpONb YPOBHSA 3apsapa 6aTtapew.

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte pneten B UHTEPHEeTEe

NHTepHeT-

(dUNbTPLI )

OpHVM 13 CnOCcO6OB 3alMTbl AETEN B MHTEPHETE
SBNSETCA NCNOMb3OBaHNE NHTEPHET-GUNLTPOB,
KOTOpPbl€ BNOKMPYIOT [OCTYN K HEXenaTenbHbIM
canTtam 1 ckadmBaHue dannos onpeaeneHHon

TeEMaTUKK, OrpaHn4YmnBaloT 3anyck I'IpM.ﬂO)KeHVII;I nwurp.

Takxe cyLLecTBYIOT crneLmanbHble NPorpamMmel,
KoTopble o6ecneynBaloT GUNbTPALUIO UHTEPHET-

Lidrekon

pecypcoB No BCTpeYvaloWwmmMcs Klo4eBbIM CNoBamM
6e3 HeobXOAMMOCTN BHECEHMWS POAUTENSMN
BPYYHYIO B YEPHbIN CNUCOK OTAENbHbIX CanTOB

C HENpUEeMEMbIM KOHTEHTOM ANS AeTeNn.

Takre PUnbTPbl HE NPUBSA3aHbl KO BPEMEHU
pearvpoBaHus KOMaHAbl MOAEpPaTOPOB NN
HempoceTH, OHM 3almLalT pebeHka NOCTOSHHO.

PacwupeHne pna 6paysepa, no3sonsiowee ¢unbTpoBaTb KOHTEHT.
NMpoBepka KOHTEHTA NPOMUCXOAUT Ha OCHOBE pPOCCUNCKON 6MBNnO-
TeKM GUNbTPOB, KOTOpPas NOCTOAHHO o6HoBnaeTcs. PunbTpyeT
KOHTEHT MO TEMaM: YIeHOBpPeAuTenbCcTBO, cynuug, MNMAB,
HapKOTUKWU, Tabak, ankoronb, adapTHbIE€ UFPbl, NPOCTUTYLIMS,
6poasXXHMYECTBO, ONpaBgaHNe HacuUIus K NoAAM U XXNBOTHbIM,
oTpuLaHNE CEMENHBIX LEHHOCTEN, HETPAaAULUOHHbIE OPUEHTaL MU,
HeyBaXeHue K getdaM n pogutendam, KpumMmmHan, opyxue,
HeueH3ypHasa 6paHb, NOpHOrpadus, aKCTPEMU3M.

ABTOMaTU3NpPOBaHHas

(mMmopepauung )

Mopepaumsa KOHTEHTa NogpasymMeBaeT yaaneHue
nHdopmaumn, ee dbunbTpaumio Unm 610KNPOBKY,

pekoMeHgaunto KOHTEHTa 4epe3 HOBOCTHbIE
NIeHTbIl, TeEMaTn4eckne Cnnckn n nepcoHann-
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3MpOBaHHbIE NPennoxXeHnd, a Takxe TU3aunmm nnm npnopnTndaunm KOHTEHTAa. MCnosib30BaHME TpaHCIUTEPaUnN 1N npo4une

ABTOMaTM3aLMa Mogepaumm No3sonsaeT crnocoobbl.

MaTepunanos, a Takxe BO3SMOXHOCTU yny4lleHuns
Kputepues ans 6nokMpoBku. MexaHn3mbl
aBTOMaTMyeckon punbTpaunmn bonee
OENCTBEHHbI, OQHaKO OHWN C BonbLuen
BEPOSATHOCTbIO MOTYT AOMYyCKaTh OLUNOKHN

npu 610KNPOBKE NN yoaneHUn KOHTEHTa.

MOHUTOPWHI KOHTEHTA.
3Ha4YUTENbHO YCKOPUTb NPOLLECC, a TakxXe
nmMeeT 6onee WMPOKY 0bnacTb AENCTBUS,
HanpuMep, BO3MOXHOCTb NPOBEPSATb KOHTEHT

B 3aKpblITbix coobuiecTBax. OgHako ans obxona
cUcTeM aBTOMOAEPaLUN LWNPOKO NCMOMb3YIOTCS
BapuWaHTbl MIBMEHEHUS AaHHbIX, BKIlOYaoLme

ABTOMaTU3MPOBaHHaa MoAepaLmsa KOHTEHTa
MOXET MCMNOMb30BaTbCA Ha COOTBETCTBYIOLLNX
aTanax NpPeBeHTUBHOrO O6HapyXeHNs
noTeHumanbHoO NPOB6NEeMHOro KOHTEHTA,

a TakXe AN aBTOMaTU3MPOBaHHOW OLEHKM

N UCMONHEHNS peLlleHns o6 yaaneHuu,
MapKUpPOBKe NN AEMAPKUPOBKE, AEMOHE-

Mpwn 3TOM NpPenmMyLLECTBO PYYHON ModepaLnm
3aknovaeTcst B OTHOCUTENBHOM TOYHOCTH,
BepUPULMPYEMOCTU PEIYNLTATOB yaaneHus

B cebs, Hanpwumep, sBeaeHne JONONHNUTENbHbIX
I'Ip06eJ'IOB NN NONHOE UX OTCYTCTBUE,

Meta®

Ucnonb3yeT aBTOMogepauuto, YTo6bl BbISBASATL cnaM, $enkoBble
CTpaHuubl, NTOpHOrpaduio, 3KCTPEMUCTCKUE MaTepuansi,
PONUKKN Co cueHaMm XecTokocTu. OgHaKo Ha CErogHALWHUN

AEHb anropuUTMbl He CMNOCO6HbI TOYHO pacno3HaBaTb NPMU3bIBbI

K OCYLLeCTBNEHUI0 3KCTPEMUCTCKON AEATENbHOCTU —

3TUM 3aHMMaloTca MogepaTopsbl. A B Instagram® BHegpeHa
nporpamma DeepText Ha 6ase U gna ¢unbTpauum Tpasnu

M nspesaTtenbcTB. I3Ha4yanbHO oHa uckana TonbKo cnam, NOTOM
Hay4ymnacb obHapyXuBaTb OCKOPOUTENbHbIE KOMMEHTapUH,

a 3aTeM MHCTPYMEHT Havyanu oby4yatb aHanM3y He TONbKO
KOMMEHTapueB, HO U NOCTOB.

CepBwuchbl
oKa3aHus
(nomoLun) =

CepBuCbl OKazaHWs MOMOLLM BKOYaoT
B cebs cnekTp opraHM3auun 1 CepBUCOB,
KOTOpble NO3BONSIOT PEBGEHKY, poanTENIO
WM UHBIM 3aWHTEPECOBaHHbIM NNLaM
3anpoCuTb MOMOLLb NCUXONOTrOB,
BOMOHTEPOB, NPaBO3aLUTHUKOB

W OpYyrux cneumanncTos.

OHUM MOryT CNyXnTb AN OKa3aHWs NCUXONOrMYeCcKom
NOMOLLM, KOMMYHUKaLUUIA MEXAY OETbMU U FOCy-
papcteoM, HKO, BonoHTepamn. Takne opraHmaaumm
aKTMBHO MCMNOMb3YIOT TEXHONOTMU U BHEOPSIOTCS

B MHPPACTPYKTYpPY, KOTOpas KacaeTCsl NOAAEPXKMN
peten. OgHom 13 3apad nnatdopm pearnpoBaHns
Takxe BNseTcs NpocBeLleHne obLeCcTBEHHOCTH

5 Tlpun3HaHbl 3KCTPEMUCTCKUMU OPraHn3auusMm, 4esTeNbHOCTb
KOTOpbIX 3anpeLLeHa Ha Tepputopun Poccunckon depepaumn
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no Bonpocam nomoun getam. MNpu sTom
rNaBHbIMU OrPaHUYEHNAMM TaknX CNyX6
ABNSAOTCSA KOMMETEHTHOCTb CMNEeLManmcToB

N Ka4yecTBO OKasblBaeMol nomolum. YacTto

B NOAOGHbIX OpraHndaumsx paboTatoT
BOJIOHTEPbI, KOTOPbIE HE BCerga MoryT
npaBuIbHO OKa3aTb MOMOLLb PEBEHKY,
CTONKHYBLUEMYCS C TPYOHOCTAMU N pUCKaAMMN.

TpyaHo
noapocTkam

MHorune nnatpopmbl pearmpoBaHus
noppasyMeBaloT HECKOMbKO KaHanoB

015 KOMMYHUKaUUKW C AeTbMW, Harnpumep,
TenedoH LoBepus, CanTbl, MECCEHAXEPDI
nnu yat-60Tbl. B 3aBUCMMOCTHM OT pa3mepos
N TEXHUYECKMX BO3BMOXHOCTEN OpraHmnaaumu,
KOMMYEeCTBO W NPOMNYCKHas CNOCOBHOCTb
Takux KaHanoB BapbUPYIOTCS.

YaT-60T, N03BONAIOWMUIA AETAM, NOCTPaAABLIUM
OT TpaBnu, o6paTnTbCca 3a nomMolblo. bot
cnoco6eH nepeHanpasBfsTb 3anNpPOChl O NOMOLLM

K opraHvMs3auusamM u MHGUBUAYanbHbIM Cneunannuc-
Tam. OH onpepensdeT npobnemy pe6eHka U NOTOM
HanpaBNgeT CpaBOYHble MaTepuanbl, KOHTaKThbI
cneumanmcToB N NPOGUNbHBIX CNYX6.

(MIndpacTpykTypa) O

MNop nHpacTpykTypom NnogpasymeBaeTcs
COBOKYMHOCTb B3aMMOCBS3aHHbIX OObEeKTOB,
CTPYKTYP, peleHun B obnactn 6e3onacHocTH,
WHTErpUPOBaHHbIX B €0UHYIO CUCTEMY.

OcHOBHOW NpUHUMN obecneyeHus 6esonac-
HOCTW — 3TO HEMPEPbLIBHOCTb 3aLUUTbI
B NMPOCTPAaHCTBE U BPEMEHW.

Yepes CUCTEMHYIO MHTErpaumo nHopa-
CTPYKTypa obbegmHaeT pecypchbl

M npocTpaHcTBa. [log pecypcamm
NOHUMAIOTCS Pa3NnUYHble TEXHNYECKME

M annapaTHble CPeaCcTBa, NPOrpaMMHoe
obecneyeHne n 6a3bl aHHbIX, KaHarbl

n cpencTBa cBa3u. [IpocTpaHCTBa, B CBOK
ouepenb, BKOYaloT B cebs pasnnyHble
dnsnyeckmne ob6bEKThI, HAYMHas OT MecTa
NpoXxmBaHusa pebeHka, 3akaH4YnBas
06LLEeCTBEHHBIMW MECTAaMU, TPAHCMOPTOM,
Yy4YeOHbIMU 3aBEAEHUSIMU U FTOPOLOM

B LLe/IOM.

AviaTor

[ 2 ] TexHONnornyeckme peweHuna no 3awuTte pneten B UHTEPHEeTEe

UHobpacTpykTypHbIn npoekT INHOPE (MexpayHapogHoun
accouuvaunm ropsumnx nuHum uHtepHeta). INHOPE o6bepuHseT
50 ropsuunx nMHuMn B 46 cTpaHax ang 6opbbbl C MaTepmnanamm,
copepxaliMMuy cekcyanbHoe Hacunue Hap getbMmu. OpraHmnsauus

exerogHo o6pabaTtbiBaeT Thica4yu 3anpocos. AviaTor —

3TO CMCTEMaA, B paMKax KOTOpOM MoaepaTopbl obpabaTbiBaloT
n3obpaxeHuns, paccTaBnisg Mapkepbl U xewu, GUkcmpys

ux B 6a3e. OTo NO3BONSET aBTOMATUYECKN BbIABNATb aHaNOINYHbIE
npectynHble matepuansl B uHTepHeTe. INHOPE nepepaeT paHHble
NpaBoOXpPaHUTENbHbIM OpraHaM, YTo COAEeNCTBYET NOUCKY

M MOMMKE NPECTYNHWUKOB, PacnpoCTpaHaIoWNX Takue matepuarnsl.
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B byayLiem
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PUCKN B BYOYIUIEM.

TpeHAabl n TexHonornm

NHdnoeHcepbl

HenpoceTn

VR

MeTaBceneHHble

NcKkycCTBEHHbIN MHTEeNNeKT

YMHbIE CUCTEMbI U FragXeThbl

YcuneHue BnusiHUS koprnopauun
Mopenu 3apaboTka B nrpax
MoHeTnzauma Nonb3oBaTENbCKOrO KOHTEHTA
BuomeTtpus

Bonblne paHHble

COVID-19 / coumanbHas nsonauus
LUndposnsauma obuiectea
leononuTnyeckne N3MeHeHus
BrnoknpoBka 1 HEKOPPEKTHOE
perynmpoBaHne MHTEPHET-PECYPCOB
MNoctnpaBpa
CoumranbHO-3KOHOMUYECKNE NBMEHEHUS

CyliecTByloWwme pmckm

OnacHble TpeHabl ¥ YenneHoxu
AnNropuTMmbl yaepXaHus BHUMaHUs
Knéepbynnunnr

CrankuHr

MymuHr

CekcyanbHble goMoraTenbCcTBa
OHnaH-MOLIEHHNYECTBO

Kpaxa, cbop n akcnnyataums
NnepCcoHanbHbIX AaHHbIX
[esnHpopmauns

MNpoaBuHYTbiE METOANKN MapKeTUHra
Nrposas 3aBucnmocTb

MNpopaxa 3anpeLeHHbIX TOBapOB U yCnyr
TeMHble naTTepHsbl

WepeHTUHr

N36bITOYHOE NCcnonb3oBaHNe UHTepHeTa
BosneueHune peTten B KpMUHasbHbIE
coobluiecTBa

[ oKcuHr

Papovkanusaumsa n akCTpeMmam
BkniouaeT Bce 23 pucka

NH®JTIOEHCEPLI, POCT
X BINAHNA N BUPTYATTU3ALNA

B3AMMOLENCTBUA MEXY B3POC/IbIMU
M OETbMW B VR N METABCEJIEHHbIX

NN KAK N